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Abstract 
This paper describes the development of two algorithms for fast identification of power system faults; 

based on adaptive pattern recognition and machine learning of sequences of events. For identification 
by pattern recognition algorithm, each fault can be considered a class and, if the network consists of K; 
buses and lines, the goal will consist of finding the class of the pattern (fault location) among the K; 
classes. Fault groups are formed in such a way that distinctive features for all fault locations can be 
identified. For each fault location a vector is defined to keep track of the distinctive features of that fault. 
By making use of these vectors and the values of the features signified by them, class identification of a 
new fault pattern can be carried out. The machine learning algorithm accepts a set of event sequences and 
produces a filtered sequence of events that can be used to make inferences regarding the fault location from 
subsequently occurring sequences. For evaluation purposes, the methods are tested using data provided 
by a power system protection simulator. It is shown that, after a thorough training, successful and fast 
identification of all faults can be carried out with minor supervision by both methods. 

1 Introduction 

Power systems have been undergoing an ever increasing 
complexity to meet the needs of the modern societies. 
With the higher expectations set for the performance 
of these systems, their operation, control and manage
ment will require operators who are highly qualified 
and trained. The operators must be able to handle 
large amounts of data and initiate or modify actions 
in light of this data. The key factor in this process is 
the human intelligence. Quest for understanding in
telligence and establishment of systems that exhibit 
artificial intelligence capabilities is an active area of 
research. 

Artificial intelligence methods find diverse applica
tions in relation to power systems including controller 
design, planning and forecasting, development of en
ergy management systems, transient stability study 
and enhancement, and fault identification and diagno
sis. Some reviews of such applications can be found in 
the following; Zhang [12] is a survey of expert systems 
developed for the electrical power industry. Liu and 
Dillon [3] give a detailed account of the current status 
and future developments needed in application of ex
pert systems in power systems. Sakurai and Tanaka [5) 
consider in a general way, why and how intelligent sys
tems should be utilized in power systems. 

Power system fault diagnosis is concerned with iden-
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tification of faulty parts of a network so that re
energization of the rest of the network can be achieved 
and security of the system can be increased. Protec
tive relays are used to detect and isolate faults in the 
shortest possible time. These devices are arranged and 
coordinated along a network to clear faults in a pre
determined sequence [2). Their function, isolation of 
faults, is of prime importance as this can help to re
duce the extent of outage and the duration of inter
ruption. Although the sequence of activated breakers 
can help operators to isolate a fault to some extent, 
the operation of relays may also result in unnecessary 
de-energization of part of the network. 

Earlier AI approaches to fault diagnosis comprised of 
expert systems utilizing shallow knowledge (12]. More 
recent research has aimed at developing more vowerful 
techniques, for example see (9] , [10] , [1]. These cover 
methods based on decision trees and version spaces, 
systems with unsupervised learning capabilities, uti
lization of deep knowledge, and so forth. 

This paper describes two alternative methods for 
power system fault diagnosis. One method, based 
on adaptive pattern recognition, forms fault groups in 
such a way that distinctive features for all fault lo
cations can be identified. For each fault location a 
vector, called mask, is defined to keep track of the dis
tinctive features of that fault (among a certain group 
of classes). By making use of the masks and the values 
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of the features signified by them, class identification of 
a new fault pattern can be carried out. Decision sup
port systems based on this method can start learning 
and functioning without resorting to any heuristic rule 
and their knowledge base is very compact. 

The second method is based on machine learning of 
sequences of events. The input to the algorithm is a 
set of event sequences, that usually contains irrelevant 
information, or noise, such as the event list of a super
visory control and data acquisition system, SCADA 
system. It then produces a. filtered set of sequences 
through generalization and learning. After such train
ing, the extracted sequences can be used for inferencing 
regarding the subsequent events. 

Both methods are tested using data provided by a 
power system protection simulator. It is shown that, 
after a, thorough training, successful and fast identifi
cation of all faults can be carried out with minor su
pervision. 

2 Algorithm Based on Adap
tive Pattern Recognition 
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Another condition for qualifying a feature to be con
sidered as a distinctive one, concerns the discovery of 
differences of each class with other classes. For many 
cases of practical importance, it will be impossible to 
isolate the differences of a particular class within a 
large set of classes. But it may be possible to form 
groups of classes in such a way that the differences of 
each class, with other classes in its group, become evi
dent. In t~e process of grouping, a class Ca within the 
set a; consisting of I<; classes will be considered. The 
condition for identification of distinctive features can 
be stated as: distinctive features for class Ca are the 
ones with values exclusive to Ca within a particular set 
of I<; classes being considered. 

For class Ca whose distinctive features among I<; 
classes present in a; are discovered, an n-dimensional 
mask vector m~, can be defined as: 

where for j = 1, 2, · · ·, n : 

if the jth feature is distinct 
otherwise (2) 

The mask vector m~, along with any single pattern 
Pal, carry the necessary and sufficient conditions for 
identifying any pattern that can be a member of class 
Ca. The index i of the mask vector, is to signify that 
the set a; has been used in finding it, and it will be 
called mask type. Figure 1 shows the general scheme 
for dividing the original I<1 classes in the training set 
into z+ 1 groups with identified mask vectors and mask 
types. 

2.2 Classification Rules 

A training set is a collection of patterns whose class 
identity is known. That is, the training set a 1 , is the 
collection of labeled patterns representing I<1 classes 
whose membership conditions are to be identified. A 
class Ca (E al) is represented by q4 (2: 1) patterns, 
where Pal is the zth pattern representing this class. The 
pattern Pal constitutes of 'n' features: x 1, x 2 , • • · , xn, 
with corresponding values: v~1 , v~1 , • • ·, v~1 • The order 
of features in each pattern can be considered to be pre
determined. The classification act may be carried out 
after identification of m features which are sufficient for Each pattern is compared with all the rest of the pat
establishment of class membership conditions, where terns present in the training set so that its distinctive 
m ~ n. These features are the ones whose combination features can be identified. These features will then 
and values can make the distinction between each class 
and all the others, i.e. they are distinctive features [6]. 

2.1 Distinctive Features and Mask Vec
tors 

There are certain conditions that distinctive features 
must satisfy, these conditions can be used for their dis
covery. Firstly, the value of a distinctive ieature has 
to be the same in all qa patterns which represent the 
same class Ca. That is, all patterns being different ap
pearances of the same object should show similarities 
and share common values for some features. So, xJ can 
be a distinctive feature of class Ca if: 

for all t = 1, 2, · · ·, q4 : uf.t does not change. (1) 

For features whose nature is non-discrete numerical, 
fuzzy, and the like which result in continuous values, 
v~t may change within a particular range depending on 
noise level of collected data, required precision, etc. 
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serve as type one masks for further class identification 
purposes. A mask of type 1 implies that the features 
signified by the mask are distinctive of this particular 
class among all classes present in the training set. As 
a classification rule, this means that: 

Any pattern is in the same class as the pat
tern in the training set, if they have the same 
value for any feature distinguished by the cor
responding mask. 

So, any class whose mask is found has been actually de
scribed by the necessary and sufficient set of conditions 
that can distinguish (and describe) other members of 
the same class. 

If a mask of type 1 is not associated with each and 
every pattern, higher type masks will be found. To find 
type 2 masks, the patterns representing classes with 
type 1 masks will be eliminated from the training set 
and the same procedure as the one for finding masks 
of type 1 is repeated on this new smaller training set. 
The classification rule will be: 
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Figure 1: Division of K 1 classes into subsets for finding the masks 

If the pattern is not a member of any class 
with a type 1 mask, then it is in the same class 
as the pattern in the training set, if they have 
the same value for any feature distinguished 
by the mask (of type 2). 

The whole process is repeated until all classes in the 
training set have a mask of some type associated with 
them; in other words classification rules for all classes 
present in the training set have been found. 

3 Machine Learning Algorithm 

The learning algorithm is based on a sequence tree [11]. 
It is conceptually similar to decision tree classifiers, 
e.g. ID3, but has important distinctions from them. 
The sequence tree is an extraction of relevant events 
from an event list that may contain irrelevant informa
tion. 

The extraction of information, or training, is based 
on contingency matrix approach [4]. The outcome of 
training is filtered sequences, and a certainty factor 
related to each filtered sequence. 

3.1 Events and Sequence Trees 

An event is the transition in the state of an element; 
for example, 'circuit breaker A tripping'. The result 
is the final state or condition that is considered to be 
significant, e.g. 'black out in part B of the system'. An 
example of a sequence tree is shown in Figure 2. 

The root of the tree corresponds to the initial state 
of the system. Each branch corresponds to an event, 
denoted by lower case letters. It is possible to associate 
the same event with a number of branches. The arrows 
indicate the order of occurring of the events leading to 
intermediate states of the system represented by the 
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nodes. The leaves of the tree, represented by open cir
cles, are the states of the sequence of events that are 
of particular interest; such states are shown by Greek 
letters. The number of repetitions of a complete se
quence for each leaf, i.e. from root to that leaf, within 
the input is noted under each leaf. 

3.2 Contingency Matrix 

The use of contingency matrices for simplification of 
decision trees has been introduced by Quinlan [4]. A 
variation of that approach is used here for simplifica
tion of the sequences in the tree. A contingency matrix 
quantifies the relationship between a leaf and a branch 
of the related complete sequence. The number of con
tingency matrices in a sequence tree is found by taking 
the number of branches in the complete sequence of 
each result, and summing over all results. For exam
ple, for the tree in Figure 2 this will be 104. 

Each matrix is 2 x 2 and has the form 

(3) 

The symbol s stands for the occurring of event and 
symbol c denotes the occurring of the result. The cor
responding negations are shown as s' and c' . The num
ber of times that the combination event-result has been 
encountered is represented by n. 

A measure of significance of an event s leading to a 
result c can be associated with the probability 

n,e + ns'c' (4) P,;g = - ---------
n,c + n.c' + n,•c + n,•c• 

Sequence reduction is carried out by calculating P,;g 
for each event of a a complete sequence and comparing 
it with a threshold value Pthre•h. If P,;g is less than 
Pthre•h, the event is considered to be of low relevance 
and is discarded from the sequence tree. 
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root 

Figure 2: Sequence tree 

To ascertain the fitness of a filtered sequence S with 
result r, to represent the encountered examples, a cer
tainty factor C F can be defined as 

CF = ns,r/nr (5) 

where ns,r is the sum of the counters for the result 
r lying on the paths which contain the lead-up events 
in S; and nr is the sum of all counters associated with 
result r. A high value of CF indicates that for a par
ticular result, the filtered sequence describes a large 
proportion of the input sequences. 

4 Training and Tests 

4.1 Test Environment 

A typical distribution network is used for the purpose 
of evaluating the developed algorithms: the Western 
network [8]. The goal is the identification of faulty link, 
line or bus. The Western, a 22 KV network, is part of 
an urban distribution system. Figure 3 is a one line 
diagram of this network. The network consists of four 
incoming 75 MVA sources, 35 buses, 4 bus couplers, 
35 lines and 70 breakers. So, in this network there are 
7 4 possible fault locations. 

In power distribution systems, coordinated protec
tion relays will act to clear the faults, their operation 
is also helpful in locating the fault. In other words, the 
statuses of breakers, feeders and bus couplers following 
a fault in a particular location can be considered as 
part of the information necessary for identification of 
that fault by the adaptive pattern recognition method. 
The sequence of the operation of the breakers forms 
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the essential information for the machine learning al
gorithm. The following Sections describe the structure 
of the input information and the results of the tests 
carried out for evaluation of the two algorithms. The 
misoperation of breakers and timing errors up to 6%, 
are considered to be present in the form of noise. 

4.2 Training and Tests for the Pattern 
Recognition Method 

4.2.1 Structure of Fault Patterns 

The statuses of the buses and lines will relate to the 
fault location. But the status of any bus or line is a 
consequence of the operation of the breakers, links and 
feeders connected to it, directly or indirectly. In other 
words, the status of a bus or a line can actually be 
deduced from a knowledge of the states of the breakers, 
bus couplers and feeders. That is, whether the fault 
patterns contain the lines and buses statuses or not, 
one should be able to reach proper classification offault 
locations. Such extractions cannot usually be made in 
expert systems based on heuristic rules. In such cases, 
if one desired to use a smaller number of features, new 
rules (which would be more difficult to produce) would 
be needed, and there would be significant changes to 
the knowledge base. 

With the fault patterns consisting of post-fault sta
tuses of network components, patterns can be con
structed using two sets of features. One set contains 
the statuses of breakers, bus couplers, feeders, buses 
and lines. The second set will be the same as the first 
one, except for exclusion of the statuses of buses and 
lines. In both cases the fault on a link on the side of a 
bus is considered as a fault on that bus; that is, there 
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are 70 possible fault locations. The two cases will be 
used for testing whether the algorithm can reach the 
same result for the cases that essential features are in
cluded but some useful and useless ones are excluded 
from the fault patterns. 

4.2.2 Test Results 

Using the simulator described in [7], faults were ap
plied to every bus and every line and two cases were 
considered. First, the post-fault status of all break
ers, links, feeders, buses and lines were included in the 
fault patterns. In the second case, the statuses of buses 
and lines were excluded from the fault patterns. In 
both cases, the training set consisted of single patterns 
for each fault and masks for all patterns (faults) were 
found. 

In the first case, the highest mask type was found 
to be 4; with type 1 masks mainly corresponding to 
bus faults. For the second case, the highest mask type 
was 5; and again most of the type 1 masks were related 
to bus faults. Table 1 is a summary of mask types, and 
the number of classes (fault locations) that each mask 
type has covered for each case. 

Table 2 gives the patterns and the resulting masks 
(in hex), for part of the training set relating to case 2. 
Fault locations are tagged by bus number, so a fault on 
bus x is denoted by x, x and a fault on a line between 
buses x and y is shown as x, y. From Table 2 it can 
be seen that of all the faults, only a fault on bus 1 has 
a 0 for the 75th feature (feeder 1: open) and only a 
fault on bus 5 will have a 0 for the value of the sixth 
feature (breaker in line 1, 5 near bus 5: open), and so 
forth. As these features are exclusive among all faults, 
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Number of classes covered 
Mask type Case1 Case 2 

1 34 Buses, 1 Line 33 Buses, 1 Line 
2 29 Lines 1 Bus, 28 Lines 
3 1 Bus, 3 Lines 4 Lines 
4 2 Lines 2 Lines 
5 - 1 Bus 

Table 1: Mask types and number of fault locations 
covered by the corresponding masks 

the mask type for their faults will be 1. For fault:; on 
the line connecting buses 1 and 4, or the line connect
ing buses 1 and 5, the interpretation is different as the 
mask type will not be 1. The masks for faults on these 
lines are found by eliminating the patterns correspond
ing to faults whose mask types are 1. For example a 
fault on the line between buses 1 and 5 is the only 
fault which can produce a 0 as the value for the fifth 
feature (breaker on line 1, 5 near bus 1: open), among 
the faults with mask type 2 or higher. Consectuently, 
although this feature has the same value for a fault on 
bus 5 (with a mask type of 1), this would not stop it 
from being a distinctive feature for a fault on this line. 
A fault on bus 33 has a mask of FFF ... FFF to signify 
the fact that all of its feature values are distinct, as it 
is the only one with a mask type 5. 

Table 3 gives some of the fault patterns and result
ing masks (in hex), for the same fault locations as in 
Table 2, but relating to case 1. This Table is an ex
tension of the previous Table, in the sense that the 
statuses of lines and buses are added to the previous 
patterns. With the exception of the last hex digit, the 
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Fault Pattern Mask Mask 
location type 

1, 1 FFFF ,FFCF ,OFFF ,FFFF ,FCDC 0,0,0,0,0020 1 
5, 5 F3FF ,FFCF ,OFFF ,FFFF ,FFFC 0400,0,0,0,0 1 
2, 8 FFFF ,FFFF ,OFFF ,FFFF ,F7FC 0,0,0,0,0800 1 
1, 4 DFFF ,FFFF ,OFFF ,FFFF ,FEFC 2000,0,0,0,0 2 
1, 5 F7FF ,FFCF ,OFFF ,FFFF ,FCFC 0800,0,0,0,0 2 

33 , 33 FFFF ,FFFF ,OFFF ,FFFO,FFBC FFF .. . FFF 5 

Table 2: Part of the training set and the resulting masks, case 2 

Fault Pattern Mask Mask 
location type 

1, 1 D,1C73,FFFF,8C71,9FFF,FOOO 0,0,0,0,0 1 
5, 5 F ,DF7F ,FFFF ,EF7D ,9FFF ,FOOO 0,0,0,0,0 1 
2, 8 F ,FBEE,FFFF ,FFEF, 1FFF ,EOOO 0,0,0,0,0 1 
1, 4 F ,BEFB,FFFF ,DEFB,9FFF ,FOOO 4000,0,2000,0,0 2 
1, 5 F,DF7F,FFFF,EF7D,9FFF,FOOO 2000,0 ,1000,0,0 2 

33, 33 F ,FFFF ,FFFD,FFFF ,9FFE, 7000 o,o ,o,o,o,o,ooo2 ,o,o,o 3 
(complete) 

Table 3: Part of the training set and the resulting masks, case 1 (patterns and masks in conjunction with those 
in Table 2) 

patterns and masks for case 1 are those shown in Ta
ble 2 augmented by the ones in Table 3. A fault on 
bus 33 is a special case, as its mask type is not the 
same in the two cases, so its complete mask is shown 
in Table 3. 

Upon completion of the training, tests were made 
using data from the simulator. All of the faults were 
identified successfully and there was no need for any 
mask change. It is clear that there is no need to train 
the machine with a complete set at the same time. 
If some patterns (to identify particular classes) are 
missing during the first training period, the training 
is not complete, but it is useful in a supervised envi
ronment. The algorithm will easily allow any number 
of classes and patterns to be added gradually to expand 
the knowledge base. 

4.3 Training and Tests for the Machine 
Learning Algorithm 

4.3.1 Structure of Sequences for Training 

For training purposes, using the power protection sim
ulator described in [7], and considering faults at seven 
locations a set of sequences is obtained. The faults and 
the notation used to show them are 

• on bus 15 denoted as 15, 15; 

• on the line between buses 15 and 19 (near bus 15) 
denoted as 15, 19; 

• on the link between buses 16 and 17 (near bus 17) 
denoted as 17, 16; 

• on feeder bus 23 denoted as 23, 23; 
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• on bus 32 denoted as 32, 32; 

• on bus 33 denoted as 33, 33; 

• on the line between buses 30 and 33 (near bus 33) 
denoted as 33, 30. 

Clearly the number of sequences used for train
ing (compared to the number of all possible faults) is 
small, so , the test of the algorithm is demanding. 

The sequences obtained for the fault 33, 30 are typ
ical. Without any noise, i.e. no relay timing error 
present, the resulting breaker trips are: 
(33-34), (17=20) , (15=19), (33-30), (30-33). 
Where (x-y) denotes the operation of the breaker on 
the line joining buses x and y (near bus x), and (x=y) 
signifies the simultaneous operation of both breakers 
on the line. The same fault when the presence of noise 
is also considered will typically result in the sequence: 
(33-34), (17-20), (19-15), (30-33), (33-30); 
and a worst case maybe: 
(33-34), (17~20), (15-19), (30-33), (29-33), (33-30). 

It can be seen that the presence of noise may in
troduce one or two spurious events, with possible re
ordering of the sequence. For this particular case, the 
presence of timing errors can result in a reduction in 
the total number of trips. So, to get a better picture of 
the behavior of the system, the number of breaker trips 
is determined for each fault with noise suppressed. Se
quence length l is seen to have a range from 5 to 9. 
With timing errors present, 20l simulations are carried 
out which results in a bias toward longer sequences. In 
other words, the training set contains 100 to 180 se
quences per fault .and a total of about 1000 sequences 
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Fault location Locations regarded as correct 
Seen 15, 15 15, 15 or 15, 19 

23, 23 23,23 
32, 32 32, 32 
33, 33 33, 33 or 33,30 
15, 19 15, 19 or 15, 15 
17, 16 17, 16 
33, 30 33,30 or 33,33 

Unseen 9, 9 15, 15 or 15, 19 
10, 10 17, 16 
26, 26 33, 33 or 33, 30 
34, 34 33, 33 or 33,30 
35, 35 32, 32 

2, 1 15, 19 or 17, 16 or 15,.15 
34, 33 33,33 or 33,30 

Table 4: Correctness criteria 

for the seven fault locations. 
To investigate the effect of different number of exam

ples (present in the training set), four sets are created. 
These comprise of the full set, reduced sets consisting 
of 3, 10, and 30 examples for each fault location. 

Different values of Pthre•h are considered: 0.5, 0.7, 
and 0.9. Although the performance is found not to be 
highly sensitive to these values, a value of 0.9 seems to 
give the best results. 

4.3.2 Test Results 

Using the simulator with random timing errors mod
eled, faults were applied to previously encountered 
locations and unseen ones. The unseen fault loca
tions were: on bus 9 (9, 9), bus 10 (10, 10), bus 
26 (26, 26), bus 34 (34,34), on the link between buses 1 
and 2 (on bus 2 side) (2, 1), on the link between buses 33 
and 34 (on bus 34 side) (34,33), bus 35 (35,35). 

An important point in the inferencing concerns the 
criteria for correctness. In the case of previously un
seen fault locations, the prediction of of a fault location 
close to the actual fault can be deemed as correct. Even 
in the case of previously encountered faults, as the gen
eralization involves loss of information, the same holds. 
Table 4 summarizes the criteria used for considering a 
diagnosis to be correct. 

Separate series of tests were carried out for seen and 
unseen fault locations and the results are summarized 
in the following Tables. Table 5 gives an indication of 
the algorithm when various number of examples per 
fault are used in the training set . 

The unseen test cases are deliberately chosen to be 
in the vicinity of the seen faults. The reason for this 
is to test the diagnostician's ability to determine the 
most likely seen fault locations when several alternative 
diagnosis exist. In practice, diagnosis to within one or 
two buses from the actual fault is often sufficient for 
the purpose of manual restoration, and in any case, 
it is possible to construct comprehensive training sets 
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when a power system simulator is used. 
Table 6 gives results obtained for two cases of 30 

examples per fault and all (100 to 180) examples per 
fault. The number of correct diagnosis, diagnosis yield
ing no result and incorrect diagnosis from a total of 10 
tests for each fault are listed. 

There is a clear indication as to the number of ex
amples have on the performance of the algorithm. For 
this particular case, about 30 or more examples per 
fault are required to give reasonable results {with no
ticeable improvement when more examples are used). 
The results suggest that it may be important to have a 
good spread of examples in a training set, and that the 
relative frequency of occurring of different sequences 
significantly affects the quality of the filtered output. 
So, it may be advantageous to train the algorithm with 
the data produced by a suitable simulator (rather than 
SCADA event list). 

An examination of the sets of filtered sequences pro
duced, revealed that a large number of sequences have 
certainty factors less than 10%. By discarding the 
filtered sequences with low certainty factor, a signif
icant reduction in the number filtered sequences can 
be achieved; this in turn will result in higher speed of 
inferencing. 

5 Concluding Remarks 

The adaptive pattern recognition algorithm and the 
code based on it can be applied in a general way to 
adaptive recognition of patterns. The required knowl
edge base is compact, the language used is quite gen
eral , no heuristic approach is necessary and the code 
is fast and reliable. Updating of the knowledge base 
and machine learning can easily be implemented. In 
this algorithm complete rules are found, so, in gen
eral, a single rule will suffice to establish if a pattern 
is member of a class or not. The algorithm seems to 
be applicable to many practical recognition problems 
that may be solved by artificial intelligence methods. 

The machine learning algorithm of sequences of 
events is suitable for use in SCADA environment. It 
is capable of learning reliably the sequences of circuit 
breaker operations from a cross-section of examples to 
carry out inferences on fault locations. The perfor
mance of the algorithm is enhanced by increasing the 
number of encountered examples, which is typical of 
any learning algorithm. The training is based on only 
a subset of possible fault locations and the algorithm 
is tolerable to noisy data. 
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